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EU Data Protection Impact Assessment and Its Implications

XIAO Dongmei & TAN Lige

ABSTRACT

The research on the European Union’s Data Protection Impact Assessment ( DPIA) is to detect how EU
addresses data security risks in the era of big data through a sophisticated assessment system. DPIA,
originated from Privacy Impact Assessment (PIA), is contained in the PIA. The main differences of them
lie in the scope, nature and time of generation.

The implementing subject of DPIA is the data controller. The data controller, as the decision maker and
implementer, plays the core role in the whole process of DPIA. Its main tasks are to identify the need to
implement DPIA, organize the DPIA group, consult the Data Protection Officer( DPO) under stipulated
circumstances, seek the views of data subjects or their representatives on the measures after implementing a
DPIA, and consult data supervisory authority beforehand when the risk is high.

The regulated object of DPIA is the data processing which will result in a high risk to the rights and
freedoms of natural persons. Adopting a new technology is often risky; as a result, GDPR sets this as the
general statutory situation of high risks. In addition, GDPR lists three special situations of high risks, i.e.,
automatic, systematic processing and evaluation of personal information, large-scale processing of sensitive

data and large-scale monitoring of publicly accessible area.
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A DPIA involves five stages: examination, consultation, assessment, report, safeguard and review. The
examination is to conduct a preliminary analysis of the data processing behavior involved to identify the need
to perform a DPIA. The consultation is interspersed in the various periods of review, assessment, report and
safeguard. Based on the basic information obtained during the examination, the assessment determines the
protection objectives, identifies the potential attackers, the motives of the attackers, and the types of attack
outcomes through the simulation exercise of the project or plan, and then the assessment criteria will be
identified.

The risk level of the project or plan will be determined according to the criteria, and the results of the
assessment must be audited by a neutral and objective organization. After the assessment, the data
controller needs to create and publish a DPIA report in a special format; it has four response modes of
control, acceptance, termination and transfer for different levels of assessment, which can be used
separately or combined. The review is that, after the report is completed, the data controller should verify
whether the data processing has taken corresponding safeguard measures according to the assessment results
when necessary. And the purpose of the review is to monitor continuously.

The EU DPIA strengthens the prevention and control of data risks by establishing data controllers’
obligations and sophisticated process. On one hand, such arrangements of the system will help relevant
companies to save costs and to gain consumers’ trust and market reputation. On the other hand, it is
beneficial for data subjects to realize the control and protection of their own data. From the evolution path
and development of modes of the EU PIA to DPIA, China has two alternatives in the legislative mode in the
case of data protection impact assessment. The first is to actively promote industry self-discipline on the
basis of national guidance. The second is to set the data protection impact assessment as mandatory
requirement. The EU DPIA can act as a meaningful reference to the formulation and enforcement of Chinese
laws and regulations on security risk assessment system for personal information and important data,
especially to the scope of application, nature of assessment, design of process and mechanism of security
risk assessment. 3 figs. 1 tab. 19 refs.
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