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On Information Security, Network Security and Cyberspace Security

WANG Shiwei

ABSTRACT
In recent years, information security, network security and cyberspace security have become high frequency words in the
non-traditional security field at home and abroad. In the security strategy and policy documents, in the names of appropri-
ate national authorities and in the news reports and the terminology of the theoretical and academic researches, as well as
in various related activities, these concepts appear at the same time, but the logic boundaries are not clear. As a result, it
is necessary to make an in-depth study in order to reach a clear understanding on the logic starting point of information se-
curity research and practice, and form academic norms in the basic theoretical research of information security with the
consensus of people inside and outside the concerned field. Based on the recent literature in the field of global information
security, in particular relevant policies in various countries, and combined with related practical activities, this paper tries
to make certain preliminary discussions on such concepts as information security, network security, cyberspace security
and their relationships with each other.

Using comparative methodology, this paper lists the usages of “information security” in all kinds of literature in 2000—
2014 and makes a comparison. It finds that since entering the 21st century, “information security” has become the focus of
national security in all countries. There are both theoretical studies and explorations of state secrets, commercial secrets

and personal privacy, both national strategic plans and the management of information security content, both the develop-
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ment of information security technology standards and the draft of international codes of conduct. Information security has
become one of the most important non-traditional security field concerning the global overall security and integrated securi-
ty. This paper also analyzes the rich connotation of “information security” and a series of related concepts, such as informa-
tion warfare, information sovereignty, information territory and others.

”

This paper focuses on studying the connection and differences between “information security”, “network security” and
“cyberspace security”. Through a comparative analysis of the relevant policy documents and academic research topics, it
discovers that the three words, information security, network security and cyberspace security, are often used interchange-
ably or in parallel, but there has appeared the development trend of “information security” moving towards “network secur-
ity” and “cyberspace security”.

This paper expounds on the fact that information security, network security and cyberspace security have three similar as-
pects and three different aspects. The similar aspects are: they all belong to the field of non-traditional security; they all fo-
cus on information security; and they can be used interchangeably, but with different implications. The different aspects
are: they are derived from different backgrounds; they are concerned with different connotations and with different exten-
sions.

In summary, information security, network security and cyberspace security have interrelated aspects, as well as their
own unique aspects. Information security can be loosely regarded as related to all kinds of information security issues; net-
work security can refer to various types of security issues brought about by the network technology; cyberspace security is
specifically related to the problems in the cyberspace, which is one of the five spaces, parallel to the land space, sea
space, sky space, and the universal space. 1 fig. 3 tabs. 34 refs.
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